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1. Introduction 

Firewall rules are important in controlling inbound and outbound traffic in a network. I 

will be performing the following tasks: Navigating to the pfSense Dashboard, Scanning 

for Firewall Rules with Firewalk, Configuring ACL Rules, and Testing Configured 

Firewall Rules with Firewalk. 

 

2. Lab Results 

 
1. Navigating to the pfSense Dashboard 

 
1. OpenSUSE Virtual Machine 

2. pfSense login  
 

 
Opened OpenSUSE’s Firefox web browser, inputted and searched 192.168.0.254. I 

inputted the appropriate login credentials after being redirected to the pfSense login 

page then clicked Login. 
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3. Firewall Rules 

 

 
Navigated to Firewall > Rules. When observing the WAN rules, I noticed that all 

protocols are allowed to pass through. 

 

 

 
2. Scan for Firewall Rules with Firewalk 

 

 

1. Launch Kali Linux VM 
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2. Terminal   

 

 
To familiarize myself with the available firewalk command options, I inputted the 

command firewalk 

 

 

3. Nmap scan 

 

 
Attempted an Nmap scan against the firewall with nmap 192.168.9.1 command. I 

noticed that there are two open ports reported by Nmap: ports 53 and 80. 
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4. ACL rules 

 

 
Command firewalk -n –p TCP -S 23 –d 23 192.168.9.1 192.168.68.12 was used to 

test if there is an ACL rule for port 23 

 

5. ACL rules 

 

 
Command firewalk -n –p TCP -S 25 –d 25 192.168.9.1 192.168.68.12 was used to 

test if there is an ACL rule for port 25. 
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6. Ports 53 to port 80 

 

 

 
To use firewalk against a range of ports between 53-80, I input command firewalk -S 

53-80 –n –p TCP 192.168.9.1 192.168.68.12  
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3. Configuring ACL Rules 

 

1. OpenSUSE VM 

 

 
Navigated back to the OpenSUSE Virtual Machine and from the Firewall: Rules page, 

clicked the first Edit Rule icon to edit the first WAN rule. 

 

2. Edit page 

 

 
I configured the edit page to reflect the below information: 

Protocol: TCP 

Destination port range: 

from: HTTP (80) 

to: HTTP (80) 

I left everything else in default and I clicked Save after I was done inputting the 

necessary information 
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3. Apply changes 

 

 
Once the page redirects, I click on the Apply changes button that appears at the top of 

the page. 

 

 

 

4. New rule 

 

 
Once the edited changes have been applied, I click the add a new rule based on this 

one (+) icon next to the first rule. 
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5. Firewall: Rules: Edit page 

 

 

 
On the Firewall: Rules: Edit page, I chose HTTP (443) as the from: and to: for 

Destination port range and I left the rest at their default settings. Clicked the Save 

button to have my choices saved. Once the page redirected, I clicked the Apply 

changes button. 

 

 

6. Firewall: Rules: Edit page 

 

 
Clicked the add a new rule based on this one (+) icon next to the last rule. 
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7. Firewall: Rules: Edit page 

 

 

 
On the Firewall: Rules: Edit page, I configured the information to reflect: 

Protocol: UDP 

Destination port range: 

from: DNS (53) 

to: DNS (53) 

I left everything else on default and clicked Save. 

 

 

8. Apply changes 

 

 
Clicked Apply changes 
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4. Test Configured Firewall Rules with Firewalk 

 

1. Kali Linux VM 

 

 
Navigated back to the terminal and inputted the command firewalk -n –p TCP -S 23 –

d 23 192.168.9.1 192.168.68.12 to try port 23 with firewalk. 

 

 

3. Port 53 

 

 
inputted the command firewalk -n –p TCP -S 53 –d 53 192.168.9.1 192.168.68.12 to 

try port 53 with firewalk. 

 

 

 

 

 

 

 

 

 



13 

 

4. Port 53 with UDP 

 

 
Attempted port 53 again but this time with UDP selected firewalk -n –p UDP -S 53 –d 

53 192.168.9.1 192.168.68.12. I noticed that a response is now given, this response, 

ICMP_UNREACH_PORT indicates that a rule may be in place. 
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Reflections 

 

1. What is the difference between Cisco Extended ACL vs Standard ACL? 

 

With Standard ACL, source addresses are checked, and protocols are either 

permitted or denied. Extended ACL examines the source and destination 

addresses, allowing or disallowing particular protocols as well as an application's 

source and destination TCP and UDP ports. 

 

2. Why is it important for an ethical hacker to learn about open ports on the 

firewall? 

 

It is important for an ethical hacker to learn about open ports on the firewall 

because doing so helps with familiarizing themselves in determining which 

hacking software or program is best suited for utilizing the port that is open on the 

firewall. 

 

3. Research, what is the difference between Routed Firewall vs Transparent 

Firewall mode? 

 

Routed Firewall is when each firewall interface is linked to a distinct IP subnet 

and allocated an IP address on that subnet. 

 A transparent firewall mode has no IP addresses, and it cannot be detected or 

manipulated. 


